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information about vulnerabilities and exposures in commercial
software. With common name integration and cross-referencing
abilities emerging in vulnerability and exposure tools, web sites,
and databases, it is becoming possible to deal with these mistakes and improve our systems' security. Handling security incidences is more systematic and predictable as CVE is supported
within the commercial and academic communities. As vendors
respond to user requests for CVE-compatible fix sites, the complete cycle of finding, analyzing, and fixing vulnerabilities will
be addressed.◆

On-Line Resources
The on-line resources of this article contain hyperlinks to further references. For the full list please see page 32 of this on-lne
version.
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Notes
1. Vulnerability is a mistake that someone can directly use to
gain access to things they are not supposed to have. An exposure is a mistake that gives that person access to information
or capabilities that he or she can then use, as a stepping
stone, to gain access.
2. A computer hacker broke into a hospital in the Seattle area
and thousands of medical records were downloaded. The
hacker's activities went unnoticed by the hospital, and when
the hacker went public with his accomplishment, his claims
were initially denied. The next day, the hospital confirmed
the intrusion [3].
3. A Microsoft Web site was penetrated by a Dutch hacker
through the Web server's "IIS Unicode" vulnerability that let
him copy files, execute commands, and change files [4].
4. Unlike its original meaning that referred to a hacker as a prolific and inventive software programmer, hacking during the
past few years has come to refer to the act of circumventing
security mechanisms of information systems or networks.
"Black-hat" hackers are those intent on doing harm, as
opposed to "white-hat" hackers, who are usually working in
support of organizations to help them assess and understand
the vulnerabilities and exposures in their systems. Black-hat
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hackers are sometimes referred to as crackers.
5. As an alternative to tracking and recording each update,
patch, and upgrade that gets applied to each platform in the
enterprise, the use of vulnerability scanners is an attractive
choice for monitoring the health of software applications.
These tools are benefiting from the vigor of the market
place's hunt for vulnerability information and the development of testing approaches that can turn up the presence of
vulnerabilities or exposures in the "deployed" systems of an
organization. However, due to "false positives," "false
negatives," and incomplete coverage to date, these tools are
not a panacea.
6. MITRE, working in partnership with government, is an
independent, nonprofit corporation working in the public interest.
7. The CVE initiative is in the process of analyzing and categorizing all of the "legacy" vulnerabilities and exposures, and
assigning them CVE numbers. Numerous members of the
security vulnerabilities reporting and tracking community
have donated their legacy databases to the CVE effort to
support this effort.
8. The ICAT Metabase is a searchable index of computer
vulnerabilities and exposures. ICAT is not itself a
vulnerability and exposure database, but is instead a
searchable index leading to vulnerability resources and patch
information [5].

Did this article pique your interest?
Would you like to learn more about correcting vulnerabilities and exposures in commercial software that is used to
develop your organizations infrastructure? Then attend the
Thirteenth Annual Software Technology Conference 2001 on
April 29-May 4 in Salt Lake City. Robert A. Martin will speak on
this topic in Track 9 on May 2.◆
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